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Mitel 6920, 6930 and 6940 SIP-Phones operating system and voice
encryption capabilities

Mitel 6920, 6930 and 6940 SIP-Phones uses software based on the Wind River® Linux 3.0.3 operating
system distribution, Linux kernel 3.4.74, and open source libSRTP stack.

Wind River® Linux operating system is the industry standard for embedded Linux software. It provides
maximum flexibility and control over run time. With flexibility and scalability at its core, and advanced
security features that support a secure, always connected world, Wind River® Linux is perfectly designed
for the Internet of Things (loT), supporting devices of all sizes, architectures, and industries, and allowing
customers to unleash the enormous benefits of extracting value from their data. These advantages, in
combination with long term support, best-in-class open source risk mitigation practices, advanced tools,
and an unparalleled range of high quality board support packages (BSPs) across a variety of architectures,
create the ultimate starting point for embedded Linux development and innovation, while providing long
term peace of mind with support and maintenance for the life of your device (www.windriver.com).

Linux is a clone of the operating system Unix, written from scratch by Linus Torvalds with assistance from
a loosely-knit team of hackers across the Net. It aims towards POSIX and Single UNIX Specification
compliance. It has all the features you would expect in a modern fully-fledged Unix, including true
multitasking, virtual memory, shared libraries, demand loading, shared copy-on-write executables, proper
memory management, and multistack networking including IPv4 and IPv6 (www.kernel.org/linux.html).

The operating system kernel-related software includes the following drivers:
- Audio

- Chip driver

- DDR controller
- DMA

- Ethernet

- GPIO

- Graphics engine
- 12C

- Keypad

- LCD

- LED matrix
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- NAND flash

- RTC

- SD/MMC

- SPI

- Timers

- Touchscreen

- UART

- USB host and device

- Watchdog

LibSRPT package provides an implementation of the Secure Real-time Transport Protocol (SRTP), the
Universal Security Transform (UST), and a supporting cryptographic kernel. LibSRTP, the Open Source
Secure RTP library from Cisco Systems, Inc. RTP is the Real-time Transport Protocol, an IETF standard for
the transport of real-time data such as telephony, audio, and video, defined by RFC 3550. Secure RTP
(SRTP) is an RTP profile for providing confidentiality to RTP data and authentication to the RTP header and
payload. SRTP is an IETF Standard, defined in RFC 3711, and was developed in the IETF Audio/Video
Transport (AVT) Working Group (https://github.com/cisco/libsrtp).

The |ibSRTP stack supports standard cryptographic functions for SRTP voice encryption for secure
communications:

- Encryption using AES CM 128 bit;

- Authentication using HMAC-SHA1 80 bit hash and 32 bit hash.
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SIP-tenedoHbl Mitel 6920, 6930 1 6940 - onepaunoHHaa cMcTtema u
BO3MOMHOCTM LWUMPPOBAHMA peun

SIP-tenedoHbl Mitel 6920, 6930 1 6940 ncnonb3yOT NporpammHoe obecrneyeHne, OCHOBAHHOE Ha
AncTpmnbyTnee onepaunoHHomn cucteme Wind River® Linux 3.0.3, agpe Linux 3.4.74 v cteke libSRTP ¢
OTKPbITbIM UCXOAHbIM KOAOM.

OnepauymoHHas cuctema Wind River® Linux aBnseTca oTpac/ieBbiM CTaHAAPTOM A1 BCTPOEHHOTo
nporpammHoro obecneyveHumsa Linux. OHa obecneynBaeT MakCMMaNbHYO TMBKOCTb U KOHTPO/Ib BpEMEHU
BbinonHeHus. Wind River® Linux o61agaeT rub6KoCTbO M MacluTabupyemocTbio B CBOEM siApe U
obnagaeT paclwmpeHHbIMU GYHKLMSMM BE30MacHOCTH, KOTOpble NoAAepPKUBaOT be3onacHble n
NOCTOSAIHHbIE COeAUHEHUS, YTO naeanbHo noaxoauT ana Internet of Things (loT), noaaep>kmusaet
YCTPOMCTBA BCEX PAa3MEPOB, apXMTEKTYP ANA PA3/INYHbIX OTPAcAein N NO3BONAA KAMEHTAM MOYYUTb
OrPOMHbIE NPENUMYLLECTBA OT NONYYEHHbIX AAHHbIX. 3TV NPEUMYLLECTBA B COMETAHUM C 4O/TOCPOYHOM
noAAeprKKON, NyYLWMMUN B CBOEM K/lacCe MeTOZaMM CHUMKEHUA PUCKOB C OTKPbITbIM UCXOAHbIM KOZAOM,
YCOBEPLIEHCTBOBAHHbIMU MHCTPYMEHTAaMM U HENPEB3OMAEHHBIM HAOOPOM BbICOKOKAYECTBEHHbIX
nakeToB nogaep:Kku nnat (BSP) ana pasMuHbIX apXUTEKTYP CO34at0T OTMNPaBHYIO TOYKY 411 Pa3BUTUSA
BCTPOEHHbIX pelleHnit Linux 1 MHHoBaLMiA, obecneunsan Npu 3TOM LONTOBPEMEHHYIO NOAAEPHKKY U
obcnyXuMBaHMe B TeUYEHME BCEro CPpoKa Cy»Kbbl ycTpolictea (Www.windriver.com).

Linux - 3TO KNOH onepaunoHHoM cucTtembl Unix, HanucaHHbIM ¢ HyAa JInHycom TopBanbacom npu
COLENCTBMM KOMaAHAbI pa3paboTtymkos no Cetn. OH HaLeneH Ha cooTBeTcTBME cTaHgapTam POSIX u
Single UNIX. OH umeeT Bce dyHKUUM, KOTOPbIE COOTBETCTBYIOT COBPEMEHHOW MOIHOLLEHHOW cUCTEME
Unix, BKAtOYas HAcTOSALLYO MHOI03a4a4HoCTb, BUPTYanbHYIO NamATb, pasgensaemble 6ubanoTekuy,
3arpysky c TpeboBaHMEM, COBMECTHbIE UCNOHAEMbIE Galifibl AN KONMPOBAHMS NPU 3anNuck,
npaBuIbHOE ynpaBaeHMe NamMATbIO U MHOTOCTaHUMOHHbIE ceTu, BKAto4Yasa IPv4 n IPve
(www.kernel.org/linux.html).

CBA3aHHOE C A4POM ONEPALLMOHHOM CUCTEMbI NPOrpaMmHoe obecrneyeHne BKIOYaeT B cebn
cnefytowme Apansepsi:

- Ayamo

- OpaliBep unna

- KoHTponnep DDR
-DMA

- Ethernet

- GPIO

- rpadUYeCcKmnii ABMUKOK
-12C

- KnasunaTtypa

- KK-ancnnemn

- CBeToanoaHasa maTpmua
- Namate NAND

- RTC

-SD/ MMC

- SPI
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- Tanmepbl

- CeHCOpPHbIM 3KpaH

- UART

- USB-xocCT 1 ycTpoiicTBO
- Watchdog

MporpammHbiit nakeT libSRPT obecneunsaeT peannsaumto 6e30nacHoro TpaHCNOPTHOIO NPOTOKOANA
peanbHoro Bpemenu (SRTP), Universal Security Transform (UST) u noaaep»Ky Kpuntorpadpuyeckoro
Aaapa. LibSRTP - 6ubnnoteka RTP ¢ oTKpbITbIM UcxoaHbIM Kogom oT Cisco Systems, Inc. RTP - aTto
NPOTOKO/ TPaAHCMNOPTa B peasbHOM BpeMeHu, cTaHaapT IETF ana nepenaym AaHHbIX B peasibHOM
BPEMEHW, TAaKUX KakK TesiedoHUsA, ayano u suaeo, onpegeneHHolx B RFC 3550. besonacHbIn NpoToKoN
RTP (SRTP) asnaetcsa RTP-npodunem ans obecneyeHmnna KOHOMAEHUNANBHOCTM AaHHbIX RTP u
ayTeHTUPUKaumm ana 3aronosKka RTP n nonesHoi Harpy3sku. SRTP - a1o ctaHaapT IETF, onpeaeneHHbin B
RFC 3711 u paspaboTaHHbIit B Paboyelt rpynne no ayamo/suaeo TpaHcnopta (AVT) IETF
(https://github.com/cisco/libsrtp).

Crek libSRTP noaaeprkmBaeT cTaHAapTHble KpunTorpapuyeckne GyHKLUN ANA peyeBoro WndpoBaHUs
SRTP gnsa 6e3onacHom cBA3K:

- WndposaHue c ucnonbsosaHmem AES CM 128 6uT;

- AyteHTuduKauma c nomoubio xewa HMAC-SHA1 80 6uT 1 32-paspagHoro xawwa.



